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Description du sujet :
The Internet usage has shifted from communications between machines into content lookup and
retrieval. Nowadays, Internet users spend most of their time looking for content
(photos, clips, blogs, etc) or communicating with friends without caring about where they are, the
most important is the content of the communication itself. We also see a large
use of the Internet for multimedia applications whether streaming or real time. This shift has two
main consequences. First, it changes the nature of Internet traffic from the
traditional traffic we knew which was mainly composed of WEB traffic. On one side, the traffic is
increasing and on the other side it is becoming more symmetric. Furthermore,
more and more applications are used with new behavior as encrypting the communications or
using non standard port numbers. The second consequence of this change is the
appearance of big content players as google and the social networks that propose to users plenty
of facilities to manage and share their content. These major content players
make lot of profit from the deployed infrastructure and attract to themselves alone most of the
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activities over the Internet. As a consequence, the ISPs start looking for solutions
to understand the users' behaviors and the types of applications they use. They also start looking
for solutions that allow them to play a role in the content distribution either by
hosting content servers and making them close to clients, by proposing content themselves (the
triple play formula including TV, Phone and Internet) or simply by discriminating
some user applications to protect their network and to privilege some communications over
others. In view of these changes, it becomes very important to understand their
nature and to evaluate their impact on the three major players, the user, the content provider
and the ISP itself.
The candidate will first go through the literature to understand the state of art in the field. The
second phase will be dedicated to propose solutions based on traffic measurements
(probing or passive measurements) that allow to infer the behavior of each player. The third
phase, which can/should be carried out in parallel with the second phase is to deploy
these tools, to model them and to test them by both simulations and experimentations. For
instance, one might need tools to infer the applications used by users even in case
of encryption and usage of non standard port numbers. One will also need solutions to detect if
the ISP is practicing any discrimination, either positive or negative, on part of the
traffic or on some specific applications (e.g. BitTorrent, VoIP, streaming). There is equally urgent
need for end-user solutions to detect any deviation in the quality of the Internet
access and to try to infer the root cause of this deviation (e.g. local problem, in the DSLAM or the
router of the ISP, wireless, cable, elsewhere). These solutions should be
accompanied by proofs that make the other parties agree on them. The final objective of this
research will be to propose tools that make the game more transparent and that
allow each player to be aware of the other players' behavior, especially those which are not
documented in the signed contract. We will not take position towards this or that
behavior, we will only propose tools that infer the behavior of each player and make it available
to the others. Our solutions should be designed to "run in practice" and should be
accompanied by an evaluation by modeling and trace-driven emulation/simulation. A deployment
in the wild is also envisaged.
In summary, this thesis should lead to a better understanding of the quality of the Internet access
and of the behavior of end users and operators. It should also provide solutions
to detect any problem at the access, to understand its root cause, and to alert the concerned
players to take the required actions.
The candidate should have a solid background in Internet protocols and basic programming
languages C/C++. It is also required to have a solid background in statistics and
network modeling.
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